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False Alarm Calculations in eXpress

In 2009, DSI first introduced the ability to calculate Diagnostic The second report, the Alarms by Severity Report, lists failure

False Alarm rates using STAGE, DSI’s simulation-based assessment modes, sorted by failure probability, in separate tables based on
tool. A diagnostic false alarm is a failure to a sensor or other item the maximum severity (e.g., Category | - Catastrophic) of the fault
associated primarily with testing/diagnostics that is isolated to a group to which each failure mode is isolated.

fault group that also contains at least one operational item (an

item that plays a functional role in the system). Ambiguity and Summary
misdiagnosis are the chief contributors to diagnostic false alarms. Falkre Modes Diagrosed: 341
. . . . Category | - Catastrophic: 1.508%
STAGE was thus able to determine the contribution of sub-optimal ooy I et 1325,
No Effect:  0.157%

diagnostics to the system’s overall false alarm rate.
Failure Mode Details

Although STAGE—because it captures how changes in maintenance [ categoni-Camstiophiclgy ___ — ]

. . . . il ‘ Failure Mode [item] Pv::‘laub';‘ Falzl\)lhgﬁ::u Alarm Type
impact system failures—was the ideal tool for evaluating false . R e e
alarms, the resulting calculations were difficult to verify. Earlier CLOETT L — 1 AT ML Y
. . . 6R49-Failed Open [R49] 000588 Fault Group # 114 | Isolated Diagnostic Alarm
this year, as part of the eXpress version 8.1 Maintenance Module,
DSI introduced three new reports that evaluate diagnostic false - e e T———
alarms (and similar problematic scenarios) using a method similar 2oy oot mackT s TS ——~G00s879" o st eoms Dt A
3| R45-Failed Open [R45] 0.000588 Fault Group # 76 | Isolated Diagnostic Alarm
to that used when calculating Testability statistics. Although these S — e —————
metrics lack the maintenance-derived nuances that inform the
STAGE calculations, they benefit from being easily verified using Finally, the Alarm Ambiguity Report lists relatively minor failure
basic equations. modes that are isolated in ambiguity with failures that have a
higher severity rating—indicating areas where diagnostics can be
The first of these reports, the Alarms by Type Report, lists failure improved to prevent unnecessary mission aborts.

modes, sorted by failure probability, in separate tables for each of the

. . . . . . Si
following alarm types: diagnostic false alarms, isolated diagnostic ummany
alarms, operational (true) alarms and non-alarm faults. Fare Woaes Categorned: 7

Fault Group Details
Summary

Ambiguous Alarms per Fault Group [4]

Isolated Failure Failure Mode Severity Fault Group Severity
341 ## Fault Group___| Probability (all phases) (all phases)

Failure Modes Diagnosed

1 p#13 0001176 No Effect Category I - Catastrophic
Diagnostic False Alarms:  0.817% 2 p # 100 0.001176 No Effect Category | - Catastrophic
Isolated Diagnostic Alarms:  2.744% p # 25 0.000588 No Effect Category I -
Z p#108 | 0000392 No Effect Category I - Catastrophic

Operational (True) Alarms:  95.433%
Non-Alarm Faults:  1.006%

Failure Mode Details

Failure Mode Details i Alarms per Failure Mode [6]
Falre | Fallure Mode Severty TSolated FauT Group Severity
“ Failure Mode [ltem] Probabilty (all phases) Fault Group (all phases
T[LZFalled Open (L7 0.001176 No Efect Fault Group # 13| Category | - Calastrophic
Fallure solated Faull Group Severty
# Failure Mode [item} Probability Fault Group all phases} 2 ‘QJ:OLX:‘[;U':’;‘]“ failed short to 0.000588 No Effect Fault Group #25 | Category T- Catasfrophic
T[U8-indicallon of FPGA configuration don faled. [US] 0005879 | Fault Group #83_| Category Il - Margimal e T oare N ——
2[Ra2-Failed Open [R42] 0.000588 | FauitGroup#39 [ Category - Catasfrophi 7[UT0-Falss Indicalion of VREG | 0.000392 o Effect Fault Group # 100 | Caegory T~
3|RaT-Falled Open RAT] 0.000588 | Fautt Group # 190 | Category - voltage. (010]
4] UTT-False ndication of over-Temperature condfion UT7] | 0000588 | Fault Group # 190 | Category - '_S'W-F’owev ohTeseTTaTed | 0.0003%2 o Eiect Fault Group & 160 | Categry T~ Catasiophic
clear. (U10]
BTUTO-Detect TWemal Temperature | 0.000382 o Efiect Fault Group 7100 | Category 1~
Isolated Diagnostic Alarms [24] failed [U10)
Falure Toted Faul Group Severly
w Failure Mode [ltem) Probabillty | _Fault Group all phases)
T[U8-Watchdog OUpU o master reset faied [U8] 0005879 | Fault Group # 98| Category I - Margimal
2]U-Defect molor otation failed [US] 0005879 | Fautt Group # 148 | Category I-
3 Us-Detect mobor posifon fared [E] 0005879 | Fault Group # 146 | Category - . . L .
lcRBs (ED e R 5000558 | “Faut oup 752 | —Categor Ty For more details, refer to the CE-363 video—Continuing Education:

False Alarms in eXpress and STAGE.
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Introducing STAGE Act lll, Scene 1

STAGE—DSI’s simulation-based tool for performing sustainment trade studies—now includes the ability to define phase diagrams
that represent a system or device’s anticipated usage. A phase diagram in STAGE is basically a state transition diagram with simulation-
specific information defined for each phase. These should not be confused with design states in eXpress, which represent testable
configurations of the system or device.

On the Phases panel of the software (shown below), the analyst models the system’s various phases, including the entry and exit
points of the diagram. Phase diagrams can be defined hierarchically, with one diagram representing sub-phases of a phase in a
higher-level diagram. The following information is included for each phase:

* phase name & description e health management allowed in that phase

¢ allowed transitions w/ probabilities (diagnostics, prognostics, maintenance & remediation)
e phase duration (mean) e critical failure flag

e phase duration (distribution curve) e associated attributes*

e failure probability set e triggers*

The failure probability sets consist of factors that are used to adjust the event times for simulated failures to reflect differences in
failure rates within the various phases. The health management settings are used to specify whether specific diagnostic, prognostic
or maintenance procedures are allowed in each phase, as well as whether remediation (repair) can be performed in that phase.

Phases

Configuration | Definition | Triggers

“ Main (Primary)
2 Model ain (Primary)

& ' icaith Management
g Phases
/ Calculations

- (®Pan&zoom ZOOMTGTR
# Simulations v
00

n‘ Results
@ ¢

Name  Flight Deck
Description
Attributes
Mean Duration
Distribution Normal(0.5, 0.1
Critical J

Fail. Prob. Set  Ground BIT

Health Mgmt.

(®) Error List

STAGE phase diagram for simulating an air-launched ballistic missile (ALBM) on board an aircraft carrier. The “Flight Deck” phase has been selected.

Phase diagrams allow STAGE to simulate behavior in calendar time rather than system time—accounting for uptime and downtime
through failure probability sets—while also producing metrics that are more realistic than those derived from equation-based
approaches. Moreover, STAGE calculations can shed light on aspects of system behavior that standard design assessments are
unlikely to reveal.
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One effect of using phase diagrams is that the faults are
now only diagnosed in phases that permit diagnostics.
This may result in undiagnosed faults, as a given simulation
run can exit or time out before reaching a phase where
certain faults can be diagnosed.

The chart at right shows detected (blue) and non-detected
(red) faults over time in a simulation where phases are
not employed. Compare this with the chart below, where
phases were used. Here, faults that are not diagnosed are
represented using gray bars.

In this example, the high percentage of undiagnosed
faults is a red flag that should be investigated. There
are a number of factors that could have contributed to
this outcome. There could be faults that are most likely
to occur after a point of no return, so to speak, where
they are no longer able to be diagnosed. There could
be faults that themselves trigger an end to a simulation
run, thereby rendering themselves non-diagnosable.
Or there can simply be an error in the phase diagram.

To address this issue, the first step would be to rerun the simulation,
incorporating the Failures per Phase calculation (shown at right) and Fault
Detection per Failure Mode calculation (shown below in report format).

In the chart at right, the colored bars represent diagnosed faults within
the phase where they are diagnosed, whereas the gray bars represent
undiagnosed faults within the phase in which they occur). If this chart
does not reflect the way diagnostics should work, review the Health
Management settings in the phase diagram for inaccuracies.

Simulation Calculation Report
imulation Name: 7000 Iterations.
Simulation Date and Time: 10/7/2025 2:00:02 PM
imuiaion Mode. ario
Simulation ITeng(n IMDE‘]‘IcﬁUWﬂ
Rt T :
If the Health Management settings appear to
Fault Detection per Failure Mode (Number) .
be correct, the next step would be to determine
T ———— Number of Faults| Number of Faults| Number of Fat
= : i ch soecific fault t being di g
ik WARHEAD failed [WARHEAD] .000 2.773 4.655 7.‘28 W Ic SpeCI C au S are no elng Iagnose .
2 ROCKET MOTOR failed [ROCKET MOTOR] .000 L7127 4.089 4.816 . .
3 PS2-Battery Power failed [PS2] .207 .000 487 693 The report shown at left lists all failure mOdeS,
1 Pl Battory Power failed (psi) .202 .000 485  Lee7 . B
5 PS2-Unbilical Power failed [PS2] .198 -000 .462 .660 sorted (|n this case) by the average number
6 PS1-Unbilical Power failed [PS1] .197 -000 .a54 .651
7 PS3-Battery Power failed [CONTROL ACTUATORS] et %) 000 .453 .628 1 H 1 H
8 PS3-Unbilical Power failed [CONTROL ACTUATORS] 167 .000 .413 .580 of times per simulation run that each failure
B SEEKER-SEEKER DATA failed [SEEKER] .078 -000 .239 .317 : :
10| somioR-contigiration failed (SERKER) Gwo s mode remains undiagnosed.
11 | SEEKER-P1::SEEK TAR DATA failed [SEEKER] .075 ~000 231 1306
12 Failure of directional data RF signal. [DIRECTIONAL ANTENNA] .001 .000 .004 .005
13 Failure to read/write to targeting processor. [DIRECTIONAL ANTENNA] .001 -000 .003 .004 . .
14 TGU-Startup Configuration failed [INERTIAL GUIDANCE UNIT] ~001 .000 .002 .003 In th|s examp|e there are two fa||ure modes
15 Failure at Pl of rocket motor fire command to eISD. [CONTROL PROCESSORI ~000 ~000 -002 ~002 4
16 | 16U-J1::IGU_DATA failed [INERTIAL GUIDANCE UNIT] .001 ~000 -o01 .002 H H
17| Faliur of Sartus contaumation. (ISBERIONN AT that remain undiagnosed frequently enough to
18 | TARGET ID PROC-P1::TAR_SEEK DATA failed [TARGETING PROCESSOR] .000 -000 -000 -000 . . f
19 | GUID_CONT INTERFACE-PI1::TAR SYS TIME failed [GUIDANCE INTERFACE] -000 .000 -000 .000 warrant further attention. Review the failure
20 | Failure of eISD to detect RELEASE CONSENT. [ROCKET MOTOR] ~000 ~000 ~000 -000 . .
21 | Failure of RF test pattern. [DIRECTIONAL ANTENNAI .000 .000 .000 .000 probabmty sets (and the phases to which they
22 | TARGET ID PROC-P1::TAR DIR DATA failed [TARGETING PROCESSOR] .000 .000 .000 .000
23 | GUID_CONT INTERFACE-P1::INT TAR DATA failed [GUIDANCE INTERFACE] .000 .000 .000 .000 i ) i i
24| CONTROL PROCESSOR-Environmental Timer 1 Elapsed. failed [CONTROL PROCESSOR] ~000 -000 -000 ~000 are aSSIgned to determine where these failures
25 CONTROL PROCESSOR-Warhead Armed failed [CONTROL PROCESSOR] .000 .000 .000 .000 H
26 Failure at Pl to detect release consent. [CONTROL PROCESSOR] .000 .000 .000 000 ShOUId be most ||k'3|y to occur. Then trace the
27 Failure at Pl of GUIDANCE BAT SOUIB output. [CONTROL PROCESSORI .000 .000 .000 .000 e
28 Failure at Pl of CA BAT SQUIB output. [CONTROL PROCESSOR] -000 000 000 .000 transitions downstream from these phases,
29 | Failure at Pl to detect umbilical powsr good. [CONTROL PROCESSOR] .000 ~000 -000 000 . . . .
30 Failure to detect control battery has been squibbed. [CONTROL PROCESSOR] .000 .000 .000 .000 Iook|ng to see |f there |S a ||ke|y reason Why
ar CONTROL BATTERY-BAT POWER failed [CONTROL BATTERY] .000 .000 .000 .000
32 CONTROL MB-J9: :WDL POWER failed [CONTROL MB] .000 .000 .000 .000 H 7 H H
33 | WDL-Startup Configuration failed [WEAPONS DATA LINK] . .000 .000 .000 000 a simulation run mlght end prior to the faults
34 UMBILICAL-1553 BUS failed [UMBILICAL] -000 -000 ~000 .000 . . .
35 | UMBILICAL-1553 BUS OUT failed [UMBILICAL] ~000 ~000 ~000 000 bE|ng dlagnosed. What you discover may
36 UMBILICAL-UMB_POWER failed [UMBILICAL] .000 .000 .000 .000 .
37 UMBILICAL-UMB RELEASE CONSENT failed [UMBILICAL] .000 .000 .000 .000 Ssu rpl’lse yOU!
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ISDD Training Subscription
What’s NEW for 20267?

DSI now includes “Virtual Coaching” sessions with each
ISDD Training Subscription. Subscribers can receive up to
3-hours/month of expert diagnostic engineering assistance
for individuals or groups in their organization. This Virtual
Coaching, which can occur either once or twice per month,
is conducted via a privately scheduled web meeting for the
organization’s group members. In some cases, an NDA
may need to be arranged in advance, depending on the
nature of the requested assistance. “Virtual Coaching”
sessions can be used to

* bridge the gap between training and real-life projects

* refresh your knowledge of infrequently used features

* guide you through tricky modeling scenarios

« assist in the digital integration of diagnostic engineering

* introduce your team to advanced, up-to-date, and highly
efficient methods used by DSI for its own contract work

Yes, you read that correctly. DSI also provides modeling &
analysis services and can support your team on contract.
With decades of diagnostic engineering experience, it helps
to have DSI on board—if not by doing the actual work, then
by helping you work much more efficiently.

Of course, this is all in addition to your subscription’s
current benefits—free admission to all scheduled training
courses & access to the Continuing Education archive.

Recent Software Releases

eXpress
Version 8.1.1

FTA Module Now Automatically Included
Available Capella to eXpress Translation

RTAT
Version 6.5.2

Now with Automated View Mapping

DSI Workbench
Version 5.4.3

Now with TCP/IP Interface

STAGE
Act lll, Scene 1

Now with Mission Phases

Coming Up...

New Redline Module for the eXpress Design Viewer
Integrated Comment Viewing within eXpress
Instruction on SysML to eXpressML Conversion
eXpress User’s Group (May, 2026)

Continuing Education:

CE-363 none
False Alarms in eXpress and STAGE
Continuing Education:
CE-364 none
Subsets & Diagnostic Analysis in eXpress
2 hours home study System Diagnostics Concepts and Applications
TLS-100 prior to first session
(video) Basic Modeling & Introduction to Testing
Continuing Education:
CE-365 none

The Redline Module & eXpress Comment Viewer

December 9, 2025

One 90-minute session Virtual: Webex info@dsiintl.com
January 27, 2026 . i . .
One 90-minute session Virtual: Webex info@dsiintl.com
Starting February 2, 2026 Virtual: Webex

Eight 4-hour sessions info@dsiintl.com

(Mon-Thu for 2 weeks) In Person: Orange, CA

February 24, 2026

One 90-minute session V(S Vs

info@dsiintl.com
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